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Executive Summary 

Solution 
https://success.trendmicro.com/en-US/solution/KA-0022458 

 

 

 

 

 

 

 

 

 

 

 

 

Please distribute this information among your subsidiaries and partners, and also share with 

us any pertinent information and findings you may have (e.g IOCs, TTPs etc) 

The Digital Security Authority extends its appreciation for the continued collaboration. 

Disclaimer 
Organizations are advised to consult with relevant cybersecurity professionals and follow 

best practices for their specific environments 

Trend Micro has identified and addressed two vulnerabilities in Apex One security endpoint that 

allow attackers to achieve remote code execution on vulnerable Windows systems. 

The CVE-2025-71210 is a path traversal vulnerability in the Trend Micro Apex One management 

console that allows attackers without the correct privileges to run code for malicious purposes on 

unpatched systems. 

Trend Micro has already addressed this vulnerability along with one more vulnerability in the SaaS 

Apex One versions and made available the “Critical Patch Build 14136” which fixes two high-severity 

privilege escalation vulnerabilities in the Windows agents as well as the macOS agents. 

https://success.trendmicro.com/en-US/solution/KA-0022458

